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rosoft What will we be talking about?

o More reliable and accurate data
from remote sites

o Determine what happened
when and at what time

o Get notified of alarm conditions
as a priority.
o Verify that a remote asset is

working before triggering a
control action
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o Distributed Network Protocol &‘-_‘
o Open standard ma

o Scalable l

o Secure authentication

o Time-stamping at the source

Of DNP3...
O SUppOrt for pUSh and pU” -g(u)eveloped by Westronix in the late
s
o Supports slow networks T oo since 1oo3, controled

eStandard for NA power utilities

eProven protocol, globally |
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sot Feature-Rich Solution

RS232 and RS485 &

DNP3 Secure
Authentication v5
Protocol Analyzer @&—— —® Webserver
Micro SD Card

Oo—

—\—0 USB Connectivity

:

Direct-To-Tag

o—

ETHERNET-A

Modbus TCP/IP,
—e Modbus RTU,
s EtherNet/IP
%
L
Device Level Ring &
(DLR) ~——
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2-port Unmanaged
Switch
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o  Encryption vs Authentication

o  Encryption — meaningful data is garbled and cannot be understood, has to
be decrypted

o Authentication - convince the other party of who you say you are
o Why?
o  Works on any network — increase security without upgrading comms
network
o End-to-end authentication, in addition to network security like TLS
o Reduced risk of unintended actions like turning on a DO by mistake

o Some Acronyms
o Sv5 = Secure Authentication, version 5
o NIST = National Institute of Standards and Technology

o One of the oldest lab / standards authority
o NERC CIP = North American Electric Reliability Corporation Critical
Infrastructure Protection

o Set of requirements designed to secure NA power system

o DNP3 Sv5 will help with NERC CIP compliance
Key Takeaway: Between the NERC and the NIST, the CIP

and the Authentication — we’ve got you covered!
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rosot DNP3 Secure Authentication v5

How does DNP3 Sv5 work?

DNP3 SCADA
Master

Here is my command
to turn on the Digital
Output (DO)

!

This is who | am

DNP3 Slave
Gateway

—>» Thanks, | got it

!

How do | know who
you say you are?

v

| know the answer,
but you have to tell
me

Good, you are
verified

}

Now, | will turn on
the DO

Thank you! <«
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Is it easy to use?

o Configure using PLX50 configuration utility, which can be
downloaded from www.prosoft-technology.com for freel

General Communication Modbus DNP3 Securty Outstation Settings Outstation Map  Outstation Events Outstation Repeater Modbus Map Ad'

Logix Controer Mapping {max. of 3 tems.)
Target Name

< DNPS_DLR - DNP3 Packet Capture

S X @0
Index - Time
En 217 0d-023305%0
i 28 |04-023310830
2| | EE - ez
=] 220 0d-023315840
2 221 0d-023315850
[ 22 |04-023320830
al 2123 04-023320840
al 224 0d-023325840
al 225 0d-0233:25850
| 226 |0d-0233308%
wOl 227 0d-023330840
228 04-023335840
229 0d-02333850
2 0d-0233408%
231 0d-02340840
2% 0d-023345840
23 0d-023345850
Stopped | Packets: 34
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Controller Path

DL Ctd
PS -

PS5 -

P3S-

oS-

PaS-
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PS-
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1P>S-
P3S-
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PS5 -
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DataLink.
Unc.Data
Unc.Data
UncData
Unc.Data
Unc.Data
UncDaa
Unc.Data
UncData
Unc.Daa
UncData

UncData
UncData
Unc.Data
UncData
UncData
UncData

Transport
230ny
4300k
300ny
440nly
31-0nly
450nly
200y

37-0nly
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Modhuis Statistics

Serurity Statistice

Event Statistics  Reneat

(===

Man tems
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192.168.0.91

Module: PLX51-DNPS Serial: 8DFODDEé Firmware Rev: 1.003.009

CIP &

ISR &

oFthemet Clients  TCP [ * | *
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General DMNP3 Statistics

Event Statistics

Group
G002 Binarylnput Everts
G004 DoubleBitBinarylnputEv |
Vie |

Applcation Date |
Response : 056404440 |
Read: Class 1 (A1) 056414C45
Response: AnalogInputs (.. (56454440
Read: Class 1(A1) 056414C45
Response: Analoglnputs(.. 056454440
Read: Class 1 (A1) 056414C45
Response : Anaboglnputs .. 056454440
Read: Class 1 Al 056414C45
Response : Ansloginputs .. = 056454440
Read: Class 1 (A1) 056414C45
Response : Ansloglnputs (.. = 056454440
Read: Class 1 (A1) 056414C45
Response : Analoglnputs (. 056454440
Read: Class 1 (A1) 056414C45
Response: Ansloglnputs .. 056454440
Read: Class 1 A1) 056414C45
Response : Ansloglnputs (.. 056454440

Overview
Ethernet
Event Logs

Diagnostics

Application_

PLX51DNP-S v || Refresh |

Application Type

Tag not exist errors 15
Privilege violation errors 0
Tag reads

Tag writes 0

Event Statistics

Event Class

Event
Count

G002 BinarylnputEvents 1
G004 DoubleBitBinaryinputEvents 1
G011 BinaryOutputEvents 1
G013 BinaryOutputCommandEvents 1
G022 CounterEvents 3
G023 FrozenCounterEvents 1
G032 AnaloginputEvents 1
G042 AnalogOutputEvents 2
G043 AnalogOutputCommandEvents 2
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EtherNet/IP™ or
Modbus TCP/IP

To DNP Master
(Serial)
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PAC

To DNP3 Master
(TCP or UDP)

PLX51-DNPS

|

EtherNet/IP™ or
Modbus TCP/IP

PAC #1

EtherNet/IP™ or
Modbus TCP/IP

PAC #2




TTTTTTTTTT

Rockwell PLC

Cellular
Wireless
Gateway

HMI

PLX51-DNPS
PowerFlex®
Drive
DLR or 2-port unmanaged switch
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Logix
(Control or Compact)
Controllers

USB CIP
connection | swe=

To DNP3 Master
(TCP or UDP)

PLX51-DNPS
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Generic Modbus®
Device

%
To DNP3 Master
(TCP or UDP) Modbus RTU A generic Modbus device may be
an RTU, PLC, I/O or a smart field
(R5232/485) instrument.
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Summary
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o The PLX51-DNPS gateway enables intelligent routing between DNP3
and EtherNet/IP or Modbus protocols.

o The PLX51-DNPS gateway:

Is flexible and easy to configure

Supports secure authentication

Includes webserver, SD Card, and advanced diagnostics
Is optimized for Rockwell architectures

Supports Serial, USB, and Ethernet communications
Supports Modbus RTU/TCP/IP and EtherNet/IP

O O O O O O

o Integrating the PLX51-DNPS into your SCADA and Telemetry system will
help:
o Capture data with no holes
o Time- and date-stamp data at source
o Get alarm conditions to SCADA faster
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Questions?

Thank youl!

ProSoft
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rosot What's coming?

o PLX51-DNPM
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